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procedures, or modules. The memory 950 can include addi-
tional instructions or fewer instructions. Furthermore, vari-
ous functions of the computing device 900 can be imple-
mented in hardware and/or in software, including in one or
more signal processing and/or application specific integrated
circuits.

[0105] The described features may be implemented in one
or more computer programs that may be executable on a
programmable system including at least one programmable
processor coupled to receive data and instructions from, and
to transmit data and instructions to, a data storage system, at
least one input device, and at least one output device. A
computer program is a set of instructions that can be used,
directly or indirectly, in a computer to perform a certain
activity or bring about a certain result. A computer program
may be written in any form of programming language (e.g.,
Objective-C, Java), including compiled or interpreted lan-
guages, and it may be deployed in any form, including as a
stand-alone program or as a module, component, subroutine,
or other unit suitable for use in a computing environment.
[0106] Suitable processors for the execution of a program
of instructions may include, by way of example, both
general and special purpose microprocessors, and the sole
processor or one of multiple processors or cores, of any kind
of computer. Generally, a processor may receive instructions
and data from a read-only memory or a random access
memory or both. The essential elements of a computer may
include a processor for executing instructions and one or
more memories for storing instructions and data. Generally,
a computer may also include, or be operatively coupled to
communicate with, one or more mass storage devices for
storing data files; such devices include magnetic disks, such
as internal hard disks and removable disks; magneto-optical
disks; and optical disks. Storage devices suitable for tangi-
bly embodying computer program instructions and data may
include all forms of non-volatile memory, including by way
of example semiconductor memory devices, such as
EPROM, EEPROM, and flash memory devices; magnetic
disks such as internal hard disks and removable disks;
magneto-optical disks; and CD-ROM and DVD-ROM disks.
The processor and the memory may be supplemented by, or
incorporated in, ASICs (application-specific integrated cir-
cuits).

[0107] To provide for interaction with a user, the features
may be implemented on a computer having a display device
such as a CRT (cathode ray tube) or LCD (liquid crystal
display) monitor for displaying information to the user and
a keyboard and a pointing device such as a mouse or a
trackball by which the user can provide input to the com-
puter.

[0108] The features may be implemented in a computer
system that includes a back-end component, such as a data
server, or that includes a middleware component, such as an
application server or an Internet server, or that includes a
front-end component, such as a client computer having a
graphical user interface or an Internet browser, or any
combination of them. The components of the system may be
connected by any form or medium of digital data commu-
nication such as a communication network. Examples of
communication networks include, e.g., a LAN, a WAN, and
the computers and networks forming the Internet.

[0109] The computer system may include clients and
servers. A client and server may generally be remote from
each other and may typically interact through a network. The
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relationship of client and server may arise by virtue of
computer programs running on the respective computers and
having a client-server relationship to each other.
[0110] One or more features or steps of the disclosed
embodiments may be implemented using an API. An API
may define one or more parameters that are passed between
a calling application and other software code (e.g., an
operating system, library routine, function) that provides a
service, that provides data, or that performs an operation or
a computation.
[0111] The API may be implemented as one or more calls
in program code that send or receive one or more parameters
through a parameter list or other structure based on a call
convention defined in an API specification document. A
parameter may be a constant, a key, a data structure, an
object, an object class, a variable, a data type, a pointer, an
array, a list, or another call. API calls and parameters may be
implemented in any programming language. The program-
ming language may define the vocabulary and calling con-
vention that a programmer will employ to access functions
supporting the API.
[0112] Insome implementations, an API call may report to
an application the capabilities of a device running the
application, such as input capability, output capability, pro-
cessing capability, power capability, communications capa-
bility, etc.
[0113] While various embodiments have been described
above, it should be understood that they have been presented
by way of example and not limitation. It will be apparent to
persons skilled in the relevant art(s) that various changes in
form and detail can be made therein without departing from
the spirit and scope. In fact, after reading the above descrip-
tion, it will be apparent to one skilled in the relevant art(s)
how to implement alternative embodiments.
[0114] In addition, it should be understood that any figures
which highlight the functionality and advantages are pre-
sented for example purposes only. The disclosed methodol-
ogy and system are each sufficiently flexible and configu-
rable such that they may be utilized in ways other than that
shown.
[0115] Although the term “at least one” may often be used
in the specification, claims and drawings, the terms “a”,
“an”, “the”, “said”, etc. also signify “at least one” or “the at
least one” in the specification, claims and drawings.
[0116] Finally, it is the applicant’s intent that only claims
that include the express language “means for” or “step for”
be interpreted under 35 U.S.C. 112(f). Claims that do not
expressly include the phrase “means for” or “step for” are
not to be interpreted under 35 U.S.C. 112(%).
1-28. (canceled)
29. A computing device, comprising:
a main processor;
memory accessible to the main process; and
a secure processor coupled to secure memory inaccessible
to the main processor, and wherein the secure processor
is configured to:
store, in the secure memory, a first cryptographic key
that encrypts a plurality of entropy values stored in
the accessible memory and usable to derive crypto-
graphic keys encrypting data stored in the accessible
memory;
receive, from the main processor, a request for a second
cryptographic key;



